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Creative Commons

This page is available in the following languages:
Afrikaans Gunrapcon Catalad Dansk Deutsch EAAnvd English English (CA) English (GB) English (US) Esperanto
Castellano Castellano (AR) Espafiol (CL) Castallano (CO) Espafiol (Ecuador) Casteliano (MX) Casteliano (PE)
Euskara Suomeksi francais frangais (CA) Galego rvay hrvalsid Magyar takiano 528§ 1= 0] Macedonian Melayu
Nederiands Norsk Sesotho sa Leboa poiski Portugués romana slovenski jezik cpnci srpski (lainica) Sotho svenska
SRS N (&) iZul

Attribution-Share Alike 2.5 Canada

You are free:

@ to Share — to copy, distibute and transmit the work
@ to Remix — o adapl te work

Under the following conditions:

Attribution. You must attribute the work in the manner specifiec by the
suthee o fcansor (but nol in @y way that suggests that they endorse
you of your use of the work).

Share Alike. If you alter, trars! , or build upon this work, you may
distribute the resulting work cnly under the same or similar licence 10
this one.

® For any reuse or distribution, you mus! make clear o others the licence terms of this werk.
® Any of the above conditions can be waived if yeu gel permission frem the copyright holdes.

o The suthee's moral rights are retained in tis licence

Your fair dealing and other rights are in no way affected by the above.
This is 8 human-readable summary of the Legal Code (the full licence) available in the foliowing languages:
English French

Learn how 1o distribute your work using this licence
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Learning Objectives

* By the end of this lecture, you will:
« Register your AWS Educate Starter account
« Launch your AWS instance
« Log into your AWS instance
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AWS Educate Starter Account

You should have finished this already!
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Click the 1link to register

Hi -

Your educator has invited you to join AWS Educate and access a "Classroom" for your course work. A "Classroom" is a hands-on learning
environment for you to access AWS services and practice AWS. There are no costs or fees to access a Classroom.

Classrooms are managed by a third-party content and service provider, Vocareum ("Third-Party Content Provider"), and use of the Classroom
feature is governed by the Third-Party Content Provider’s terms and conditions (including its Privacy Policy) in addition to the AWS Educate
Terms and Conditions.

If you accept the Classroom invitation, the Third-Party Content Provider may allow your educator to view your Classroom account and
activity, including the AWS console in your Classroom account, the number of EC2 instances running and any Content running in the services,
and your access activity.

including cl reer learning pathways, access to AWS resources and promotional credit through the AWS Educate Starter Account, and
access to the AWS Educate Job Board, where applicable.

Click here %plete the AWS Educate application process, accept your Classroom invitation and receive access to program benefits,
Please apply using the link above to accept this invitation. If you do not wish to proceed, ignore this email.

Thank you,

AWS Educate
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Fill in your information

Preferred Language
English a8

fen mot & robot

o

Frequently Asked Questions

CAPTOMA

Py - e

Please note that any personal information you provide will be treated in accordance with the AWS Educate Terms and Conditions and AWS Privacy Notice
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agree to the “Terms and Conditions”

Terms & Conditions

Preferred Language:

English
AWS EDUCATE TERMS AND CONDITIONS
(Last Updated April 30,2019)
1.0 YOURAGREEMENT WITH AWS
1.1 This Agreement. This set of terms and conditions (this “Agreement”) is an agreement between you (or the Entity you work for) (“you”) and Amazon Web Services, Inc. or other

entity noted in Section 10 (in either case, “AWS,” “we,” or “us”). This Agreement governs your participation in the AWS Educate Program (the “Program”) described at https://aws.amazon.com
/education/awseducate/ and its subpages (the “Program Site”), including (a) your use and submission of data, text, audio, video, images, software (including machine images), or other materials
(collectively, “Content”) in connection with the Program; and (b) your use of any tools, websites, and services AWS may provide to you in connection with the Program (collectively, the
“Educate Tools"). If you are entering into this Agreement for a commercial entity, government institution, or any other entity (“Entity”), such as the company or educational institution you
work for, you represent that you have legal authority to bind that Entity, and references to “you” in this Agreement will be deemed as referring to that Entity. If you have an AWS Customer
Agreement (available at http://aws.amazon.com/agreement/) or other agreement between you and AWS governing your use of AWS services (“AWS Services Agreement”), that agreement will

govern your use of the web services described in the Service Terms of the agreement and any other Service Offerings covered by (and as defined) therein.
19 Aareementwith AWS RV CLICKING“l ACCEDT” OR ACCEDTING PROGRAM RENEEITS (AS DEEINEDN RELOWA VOLLARE ENITERINIG INTO A | EGALLY RINDING CONTRACT

You must scroll through the entire Terms and Conditions before accepting or declining.

| Agree | Decline
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Click the 1link to verify your email address

Email Verification - AWS Educate Application > & =
O AWS Educate Support <support@awseducate.com> Today at 11:06 AM
To: O zhibin@gmail.com

Hello -,

Thank you for submitting your AWS Educate application!

In order for your AWS Educate application to be processed, we need to verify your email address. Please use the verification URL below to
confirm your email address and complete the application process.

https://www.awseducate.com/ConfirmEmail?ref={ | EEGcTcNENGNGNEEEEEEEEEE

Thank you,

The AWS Educate Team

CAN : Module 0



aws-reducate

Apply to join AWS Educate

Your email has been verified!
We’'ll review your application
shortly. Check your email for
status updates as we process

your application.
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Click the 1link to set your password

AWS Educate Application Approved a o ow -
O AWS Educate Support <support@awseducate.com> Today at 11:10 AM
To: O zhibin@gmail.com

Dear Zhibin,
Congratulations!

Your AWS Educate application has been approved. As a member of the AWS Educate program, you will gain access to the benefits listed
below:

AWS Educate Student Portal

The AWS Educate Student Portal is the hub for AWS Educate students around the world to find AWS content to help with classwork, connect
to self-paced labs and training resources.

Click here to set your password and log in to the AWS Educate Student Portal.

Bookmark the AWS Educate Student Portal for easy access, or click here to sign in directly.

You can access a video walk-through of the AWS Educate Student portal here.

Free AWS Essentials Training

To access our foundational AWS Cloud Practitioner Essentials online learning class for free and find other self-paced labs, you must have
either and AWS account or an Amazon ID.
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Click “AWS Account” after you log in

My Classrooms  Portfolio  Career Pathways  Badges Jobs~v | AWS Account | Logout
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Create your Educate Starter Account

I'd like to use an AWS Educate Starter
Account

Choose an AWS Educate Starter Account to get access to an AWS account with a preset limit
on your spend on AWS services. An AWS Educate Starter Account is run and managed by a
third party (Vocareum, Inc.) and the Starter Account runs in Vocareum's environment on
AWS. Starter Accounts are subject to a separate agreement between you and Vocareum
under separate terms and conditions.

The AWS Educate Starter Account provides access to most but not all AWS services.
Students at an AWS Educate member institution will receive up to $100 (USD) of AWS credit
per year in their AWS Educate Starter Account, and students at non-member institution will
receive up to $30 (USD) of AWS credit per year.

You don't need a credit card to use a Starter Account because AWS promotional credits are
already available in the account. When your usage of AWS services exceeds the balance on
the account, the account is closed and any running services or other resources on the
account are lost.

Create Starter Account
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AWS Educate Starter Account

Your cloud journey has only just begun. Use your AWS
Educate Starter Account to access the AWS Console and
resources, and start building in the cloud!

AWS Educate Starter Account

Your account has an estimated 100 credits remaining and access will
end on May 18, 2022.
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AWS Educate Starter Account

Your AWS Account Status

full access ()

remaining credits (estimated)

2:56

session time

Account Details | AWS Console

Please use AWS Educate Account responsibly. Remember to shut down your

instances when not in use to make the best use of your credits. And, don't forget
to logout once you are done with your work!
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Launch AWS EC2 Instance

AWS Educate Starter account

URL.:
https://aws.amazon.com/education/awseducate/
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Go to the classroom

aws educate My Classrooms |Portfolio = Career Pathways Badges Jobs AWSAccount Lo
Preferred Language:
Q Zhibin Lu Consecutive Days: 1 Pathways Completed: Q Badges Earned: 0 IEninsh =

View your list of Classroom invitations and accept or decline the invitation. Access a Classroom by clicking Go to my classroom.

Credit
Allocated
E E
Course Name It Description ducafor Courselad Per Status
11 Date It
Student
i
Cancer research has rapidly embraced high throughput
technologies and Cloud computing into its research. Large
. . n . Accepted
amounts of data are being created from various microarray, tissue Franets

Cancer Analysis array, and next generation sequencing platforms. This 5-day 06/12/2021 $100
workshop will cover the key bioinformatics concepts and tools
required to analyze cancer genomic data sets and access and

work with data sets in the Cloud.

Go to classroom @

Ouellette
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Go to AWS Console

Your AWS Account Status

full access ()

' remaining credits (estimated)

2:56

session time

Account Details | AWS Console

Please use AWS Educate Account responsibly. Remember to shut down your
instances when not in use to make the best use of your credits. And, don't forget
to logout once you are done with your work!

CAN : Module O




Access EC2 service

al"ff, Services A Q  Search for services, features, marketplace products, and docs [Option+S] ’ £\ vocstartsoft/user1450783=zhibin@g
# Favorites All services
Bl RE=ource Grotips & Tag Edftor {s} Compute @ Customer Enablement @% Machine Learning
EC2 AWSIQ [4 Amazon SageMaker
Light. 2! [4 Support Amazon Augmented
Recently visited Lambda Managed Services Amazon CodeGuru
o P Batch Activate for Startups Amazon DevOps Gurt
EC2 Elastic Beanstalk Amazon Comprehenc
<3 Serverless Application Repo... === Blockchain Amazon Forecast
AWS Outposts Amazon Managed Blockchain Amazon Fraud Detect
EC2 Image Builder Amazon Kendra
AWS App Runner Q@ Satellite Amazon Lex
Ground Station Amazon Personalize
Storage Amazon Polly
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Launch an AWS EC2 Instance

Savings Plans

Reserved Instances new
Dedicated Hosts
Scheduled Instances

Capacity Reservations

¥ Images

AMiIs

¥ Elastic Block Store

Volumes

Cnanchnate

@ Easily size, configure, and deploy Microsoft SQL Sel
AWS Launch Wizard for SQL Server. Learn more

Launch instance

To get started, launch an Amazon EC2 instance, which is a

Note: Your instances will launch in the US East (N. Virginia)
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Click “Community AMI” and type “CBW” to search and then
Select the correct AMI

Step 1: Choose an Amazon Machine Image (AMI)

An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You can select an AMI provided by AWS, our user community, or the AWS
Marketplace; or you can select one of your own AMls.

2 cbw

Quick Start (0)
My AMis (0)

AWS Marketplace (9)

Community AMls (1)

¥ Operating system

(J Amazon Linux

JcCent 0S s

O Debian ©
_

(g TR
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A CBW_210531 - ami-00a7bf508509ee4de

CBW_210531

Root device type: ebs Virtualization type: hvm ENA Enabled: Yes

The following results for "cbw" were found in other catalogs:

¢ 9results in AWS Marketplace
AWS Marketplace provides partnered Software that is pre-configured to run on AWS

Cancel and Exit

X

Search by Systems Manager parameter

1to 1 of 1 AMIs

64-bit (x86)




Find m5 types and check m5.xlarge

Step 2: Choose an Instance Type

Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers
capacity, and give you the flexibility to choose the appropriate mix of resources for your applications. Learn more about i

Filter by: ms Vv Current generation v  Show/Hide Columns

Currently selected: m5.xlarge (- ECUs, 4 vCPUs, 3.1 GHz, -, 16 GiB memory, EBS only)

Family v Type v vCPUs (i v Memory (GiB) v Instance
m5 mb.large 2 8
- m5 m5.xlarge 4 16
m5 mb5.2xlarge 8 32
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Select an existing security group if you launched
instances before, otherwise create a new one. Make sure
add rules to allow port 80 and 8080

Step 6: Configure Security Group
A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if yc
traffic to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing one below. L

Assign a security group: @ Create a new security group

O Select an existing security group

Security group name: [Iaunch-wizard-2 |
Description: [Iaunch—wizard—2 created 2021-06-04T12:39:23.982-04:00 |
Type (i Protocol (i Port Range (i Source (i
[SSH v] TCP 22 [Custom  +][0.0.0.0/0 ]
[Custom TCP F v/ TCP 80 ] (Custom  +[§0.0.0.0/0, :/0 i ]
[Custom TCP Fv | TCP 8080 | [Custom  +]f0.0.0.0/0, ::/0 I ]

Add Rule
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You can use the existing key or create a new key.
IMPORTANT! Make sure you download the key and save to a
place you can find.

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required
to obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

[ Create a new key pair VI

Key pair name
[ ] )

—»Download Key Pair

You have to download the private key file (*.pem file) before you can continue. Store

it in a secure and accessible location. You will not be able to download the file
again after it's created.
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Click “View Instances” to see the instance

® Your instances are now launching
The following instance launches have been initiated: i-03a86372dbaafdfe0  View launch log

N
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Click the Instance ID to see the details of the

1nstance

Instances (1/2) info C Instance state ¥
Q

—] Name v Instance ID Instance state v Instance type ¥ Status check

- i-03a86372dbaafdfe0 ® Running @Q mb5.xlarge @ Initializing
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You will need the IPv4 or IPv4 DNS to log into the

instance

Instance summary for i-03a86372dbaafdfe0 info

Updated less than a minute ago

Instance ID

i-03a86372dbaafdfe0
Instance state

® Running

Instance type

mb5.xlarge

CAN : Module 0

Public IPv4 address

3.238.84.240 ||open address [

Public IPv4 DNS

ec2-3-238-84-240.compute-1.amazonaws.com |

open address [4

Elastic IP addresses

TARA Pl

l C || Connect H Instance state V¥

Private IPv4 addresses

172.31.67.40

Private IPv4 DNS

ip-172-31-67-40.ec2.internal

VPCID
vpc-a98d18d4 [4

Colm s 1IN




Log into AWS Instance

eono6 (3] Applications

DEVICES

Mac/Linux: terminal

-} Beaglevil

PLACES

E Desktop
ﬁ_“ francis
/- Applications

[} Documents —
(-] humour Address B
Dropbox

SEARCH FOR

(L) Today

(L) Yesterday

(L) Past Week

(&] Al Images

(& Al Movies

(& All Documents

/ TextEdit.app
@ Time Machine.app
¥ TweetDeck.app
v [ utilities
BB Activity Monitor.app
ﬂ Adobe AIR Application Installer.app
3 Adobe AIR Uninstaller.app
(2 Adobe Utilities
AirPort Utility.app
*.J AppleScript Editor.app
™ Audio MIDI Setup.app
Bluetooth File Exchange.app
Boot Camp Assistant.app
ColorSync Utility.app
Console.app
DigitalColor Meter.app
Disk Utility.app
& Exposé.app
¥ Grab.app
@ Grapher.app
I=l Java Preferences.app
/% Keychain Access.app
!i, Migration Assistant.app
@ Network Utility.app
@ Podcast Capture.app
3£ RAID Utility.app
2 Remote Install Mac OS X.app
5 Spaces.app
= System Profiler.app
B Terminal.app
Uninstall Air Display.app
@ VoiceOver Utility.app
X! X1l.app
“& VPNClient.app

[ —

v

e & | Ee ¢

1 of 101 selected, 90.47 GB available
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Mac/Linux

cd Downloads
chmod 600 CBW.pem

ssh -i CBW.pem ubuntu@<public IPv4 or public IPv4
DNS>

Awnser “yes” when you ask if you want to continue
connecting
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Windows

Download putty.exe and puttygen.exe

URL:
https://www.chiark.greenend.org.uk/~sgtatham/putt
y/latest.html
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https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

Convert pem to ppk

& PuTTY Key Generator

File Key Conversions Help

Key

Mo key.

Actions

Generate a public/private key pair Generate
Load an existing private key file H Load

Save the generated key Save public key Save private key
Parameters

Type of key to generate:

(®) RSA (O DSA (O ECDSA (O ED25519 (O S5H-1(RSA)

Mumber of bits in a generated key:
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Convert pem to ppk

&' Load private key:
™ MR > This PC Desktop

Organize « MNew folder E

OneDrive - UHN MName Date modified Type

[ CBW.pem 5/21/2021 1245 PM  PEM File

B f'-a'1icr"_|\_r-~’\1°r .ll;pEgr‘T;'l 8/7/2020 3:49 PM Shortcut
Pputl S /5 48PM  Application

&' put| Date modified: 5/21/2021 12:45 PM 2019 3:49 PM Application

Ml This PC
% 3D Objects
I Desktop
ﬁ Documents
Downloads
Music
BH Pictures
2 Videos
B zhibin (192.168.1
= Local Disk (C:)
== Data (E:)

g= pCloud Drive (P:
File name: | CBW.pem w | Al Files (*.%)
I Open [v I Cancel l
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Convert pem to ppk

& PuTTY Key Generator

File Key Conversions Help

Key

Public key for pasting into OpenS5H authorized_keys file:

ssh+sa ~
AAAABINZaClyc 2ZEAAAADACABAAABACDOOFES0Tvio 02k WG TkdOISEJITTTRSyN
35AzElc5HbEzjv N Lfa5SidibAbHDGC ZgFewe 7177V A 4P KUmrg 74D ZUFCH Thw./FSF
gldtrywy Yo VW RhxgEp UDI1 ZRd8e TpAucsMP 7L 7ab YOW /mtCQgGM1aFe) ImEQ VP
YJoaVnQneYBWZnNIYnlo Y L4W Zpnid vt A4C Ok Kdipr TNCk EdAHgQONKkb UVeROdsVE W
Key fingerprint : |ssh-rsa 2048 66:2b:24:5e b0:92:12:b6b1:22:35:e6:13:54:ee:85 |
Key comment: |imported-openssh4<e'_.- |
Key passphrase: | |
Confirm passphrase: | !
Actions

Generate a public/private key pair Generate

Load an existing private key file = Load

Save the generated key Save public key \ Save private key
Parameters

Type of key to generate:

(®) RSA () DSA () ECDSA () ED25519 (C) S5H-1(RSA)
Mumber of bits in a generated key:
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Convert pem to ppk

& Save private key as:
4 MW > This PC Desktop

Organize = MNew folder

Downloads MName - Date modified Type

ﬁ Documents o
B Pictures -
l Downloads

| ocTane

B e

| Yole

OneDrive - UHN

Mo itemns match your search.

B This PC

B" 3D Objects
P Desktop

File name: | CBW

Save as type: | PuTTY Private Key Files (*.ppk)

. Hide Folders
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Use IPv4 or Ipv4 DNS

28 PuTTY Configuration

Categary:
[=)- Session | Basic options for your PuTTY session |
Logging

[=- Terminal

- Keyboard

- Bell

- Features

[=- Window

- Appearance
- Behaviour
- Translation
- Selection | |

-+ Colours Default Settings Load
[=)- Connection cEwW
- Data gandalf e
- Proxy sauron
- Telnet
- Rlogin
H- SSH
- Serial

Load, save or delete a stored session

Saved Sessions

Delete

Cloge window on exit:
(O Aways (O Never (@ Only on clean exit

o e
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Use “ubuntu” as the username

2% PuTTY Cenfiguration

Categony:

=)~ Session
‘- Logging
=~ Terminal
- Keyboard
- Bell
- Features
=1 Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours
=)~ Connection
. Data
- Proxy
- Telnet
- Blogin
t- S5H
- Seral

=

|

Data to send to the server ‘

About

Login details
E—

When usemame is not specified:
(® Prompt () Use system usemame (zhibin)

Autodogin usemame

Teminal details

Teminal4ype string |sterm |
Teminal speeds |38400,38400 |
Environment variables

Variable | || Add
e | =
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Use the converted ppk file as the private key

22 PuTTY Configuration

Categony:

. i Features
= Window
- Appearance
- Behaviour
- Translation
- Selection

i i-Colours
= Connection

... Data

- X117

- Tunnels

-- Bugs

- More bugs

~

b4

Options controling S5H authentication ‘

Digplay pre-authentication banner (S5H-2 only)
[ ] Bypass authentication entirely {SSH-2 only)

Authentication methods

Attempt authentication using Pageant

[] Attempt TIS or CryptoCard auth (S5H-1)
Attempt "keyboard-nteractive” auth (S5H-2Z)

Authentication parameters

[ ] Allow agent forwarding
[ ] Allow attempted changes of usemame in S5H-2

[VdLE HEY
|| Browse. .. |

e 1ar dLinel

“Users'zhibin Desktop CBW ppk
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Nothing is free!

You pay storage, instance, data transfer, ... with your

credit

Stop your instance when you finish and will need it
later.

Terminate your instance if you will not use it
anymore.
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We are on a Break

Workshop Sponsors:

Canadian Centre for

5 A Computational \s HpC4H€8|th $OICR M CM?:A:rig'ljggz:gl\iﬂnedicine

Genomics
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