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Learning Objectives

* Introduction to cloud computing concepts
* Introduction to cloud computing providers

e Use the Amazon EC2 console to create an instance for each student
— Will be used for many hands-on tutorials throughout the course

* How to log into your cloud instance
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Disk Capacity vs Sequencing Capacity, 1990-2012
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About DNA and computers

We hit the S1000 genome* in ~2016

— Need to think about the $100 genome

Module 0

The doubling time of sequencing has been ~5-6 months.

The doubling time of storage and network bandwidth is ~12
months.

The doubling time of CPU speed is ~18 months.

The cost of sequencing a base pair will eventually equal the cost
of storing a base pair
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What is the general biomedical scientist to do?

* Lots of data

* Poor IT infrastructure in many labs
* Where do they go?

 Get bigger hardware?

* Write more grants?
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Cloud computing providers
* Amazon AWS

— https://aws.amazon.com/

* Google cloud
— https://cloud.google.com/

* Microsoft Azure

— https://azure.microsoft.com/en-us/

* More...
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https://aws.amazon.com/
https://cloud.google.com/
https://azure.microsoft.com/en-us/

Amazon Web Services (AWS)

* Infinite storage (scalable): S3 (simple storage service)
 Compute per hour: EC2 (elastic cloud computing)
 Ready when you are High Performance Computing

* Multiple football fields of HPC throughout the world

amazon

webservices™
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Some of the challenges of cloud computing:

* Not cheap

Getting files to and from there
e Standardization can be a challenge if you don’t control hardware

PHI: personal health information & security concerns

— In the USA: HIPAA act, PSQIA act, HITECH act, Patriot act, CLIA and CAP
programs, etc.

— http://www.biostars.org/p/70204/
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http://www.biostars.org/p/70204/

Some of the advantages of cloud computing:

* We received a grant from Amazon, so supported by ‘AWS in
Education grant award’.

 There are better ways of transferring large files, and now AWS
makes it free to upload files.

A number of datasets exist on AWS (e.g. 1000 genome data).

* Many useful bioinformatics AMI’s (Amazon Machine Images)
exist on AWS: e.g. cloudbiolinux & CloudMan (Galaxy) — now
one for this course!

* Many flavors of cloud available, not just AWS
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Key AWS concepts and terminology

 AWS - Amazon Web Services. A collection of cloud computing services
provided by Amazon.

* EC2 - Elastic Compute. An AWS service that allows you to configure and
rent computers to meet your compute needs on an as needed basis.

* EBS - Elastic Block Storage. A data storage solution that allows you to
rent disk storage and associate that storage with your compute
resources. EBS volumes are generally backed by SSD devices.
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Key AWS concepts and terminology

* S3 - Simple storage service. Cheaper than EBS and allows for storage of
larger amounts of data with some drawbacks compared to EBS. S3
volumes store data as objects that are accessed by an APl or command
line interface or other application designed to work with S3. EBS
volumes on the other hand can be mounted as if they were a local disk
drive associated with the Instance.

e SSD - Solid state drive. A particular type of storage hardware that is
generally faster and more expensive than traditional hard drives.
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What is difference between the 'Start’, 'Stop’, 'Reboot’, and
'Terminate’ (Instance States)?

e Start—turn on an EC2 instance that you have previously created

e Stop — turn off an EC2 instance that you have previously created
* Reboot —restart an EC2 instance

* Terminate — permanently stop and destroy an EC2 instance. Any associated
EBS volumes may also be destroyed at this time depending on configuration
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What is an AMI/snapshot?

 AMI (Amazon Machine Image) — a template that specifies how to launch
EC2 instances
— Root volume with operating system (OS), pre-installed applications, etc
— Launch permissions the determine who can use the AMI
— Specification of (data) volumes to attach when launched

* You can create an AMI for any instance you have created/configured
 AMI can be made public for sharing (region-specific)

* Creating an AMI involves creating a snapshot of the root and any attached
volumes. You will be charged to store this snapshot.
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| can not log into my EC2 instance, what might have gone wrong?

* |syourinstance running?

* Are you providing the correct path to your key file?

e |Isitthe correct key file?

* Have you set the permissions for your key file correctly?
* Did you specify a valid user for your AMI (e.g., ubuntu)?
* Did you specify the correct IP address?

* Does the Security Group for the instance allow access for your
connection protocol (e.g., SSH) and location?
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How much does it cost to use AWS EC2 resources?

Linux RHEL SLES Windows Windows with SQL Standard Windows with SQL Web

Windows with SQL Enterprise

Region: | US West (Oregon)

vCPU ECU Memory (GiB) Instance Storage (GB) Linux/UNIX Usage

General Purpose - Current Generation

t2.nano 1 Variable 0.5 EBS Only $0.0058 per Hour
t2.micro 1 Variable 1 EBS Only $0.0116 per Hour
t2.small 1 Variable 2 EBS Only $0.023 per Hour
t2.medium 2 Variable 4 EBS Only $0.0464 per Hour
t2.large 2 Variable 8 EBS Only $0.0928 per Hour
t2.xlarge 4 Variable 16 EBS Only $0.1856 per Hour
t2.2xlarge 8 Variable 32 EBS Only $0.3712 per Hour
m4.large 2 6.5 8 EBS Only $0.1 per Hour

m4.xlarge 4 13 16 EBS Only $0.2 per Hour

m4.2xlarge 8 26 32 EBS Only $0.4 per Hour

Data transfer (GB): In: free or $0.01; Out: free, $0.01 or $0.02
EBS storage (GB/Month): $0.10
S3 storage (GB/Month): $0.023 standard, $0.0125 infrequent access, or
$0.004 glacier
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Why am | still getting a monthly bill?

e Generally you get an accounting of usage and cost on a 30 day cycle

— Pricing is per instance-hour (now instance-second!) consumed for each instance

type.
— Also charges for storage, transfers, etc

* Be aware of regions!

 Even when an instance is stopped, storage for root or other EBS volumes
persist

* Creating AMIs/snapshots requires storage

* Explore the billing and cost management tools of AWS to track your
spending, set warnings, etc

Module 0 16 rnabio.org




Amazon AWS documentation

https://rnabio.org/module-00-setup/0000/06/01/Intro_to AWS/

http://aws.amazon.com/console/

Module 0 17 rnabio.org



https://rnabio.org/module-00-setup/0000/06/01/Intro_to_AWS/
http://aws.amazon.com/console/

In this workshop:

 Some tools (data) are
* Oonyour computer
 onthe web
* on the cloud.
* You will become efficient at traversing these various spaces, and finding
resources you need, and using what is best for you.

* There are different ways of using the cloud:
1. Command line (like your own very powerful Unix box)
2. With a web-browser (e.g. Galaxy): not in this workshop
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Things we have set up:

e Loaded data files to a web server

* We brought up an Ubuntu (Linux) instance, and loaded a whole bunch of
software for NGS analysis.

 We will clone this and create separate instances for everybody in the
class.

 We've simplified the security: you basically all have the same login and
file access, and opened ports. In your own world you would be more
secure.
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Logging into Amazon AWS
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Go to course wiki, “Log into AWS” page

Log into AWS

« Introduction to AWS Course Unix »

Using cloud computing to complete this course involves two major components: (1) Launching an instance on the

cloud (essentially renting a virtual computer by the hour and turning it on) and (2) logging into that instance).

Covered in this section: logging into AWS EC2 console, starting an instance from the course AMI, configuring it in
the console (select instance AMI, instance type, instance details, storage volumes, tags, security group, and key ‘

pairs).

https://rnabio.org/module-00-setup/0000/07/01/Log_into_ AWS/

21
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https://rnabio.org/module-00-setup/0000/07/01/Log_into_AWS/

Login to AWS console

aws

Account ID or alias

cshlworkshops

IAM user name

cshl.student

Password

Sign-in using root account credentials

Forgot password?

https://cshiworkshops.signin.aws.amazon.com/console
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https://cshlworkshops.signin.aws.amazon.com/console

Select "EC2" service

aWS, Services ¥ Q cshl.student @ cshlworkshops ¥ N. Virginia ¥ Support ¥

AWS Management Console
Make sure you are

AWS services Stay coni :

resource 1N VIrginia region

Find Services )
You can enter names, keywords or acronym< =) Download the AWS Console Mobile App

Q EC2 @ S ear Ch f or E C 2 E tL: :::Iu;gi oé Android mobile device.

¥ Recently visited services
{oF EC2 &4 Billing

@ 1am

Explore AWS

Amazon SageMaker Autopilot

Get hands-on with AutoML. Learn more [4]
» All services

AWS Storage Gateway

Get on-premises low latency access to virtually
Build a solution unlimited cloud storage with this hybrid cloud
Get started with simple wizards and automated workflows. storage service. Learn more [4
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Launch a new Instance

awg Services ¥ Q cshl.student @ cshlworkshops ¥ N. Virginia ¥ Support ¥

@ New EC2 Experience

e o X Resources Account attributes
EC2 Dashboard ne

You are using the following Amazon EC2 resources in the US East (N. Virginia) Region:

Events
Instances (running) 2 Dedicated Hosts 0 Supported platforms [
Tags e VPC
Limits Elastic IPs 0 Instances (all states) 2 Default VPC [2
vpc-ad2c8fd7
¥ Instances Key pairs 5 Load balancers 0
Settings
Instances
Placement groups 0 Security groups 4 EBS encryption
Instance Types
Zones
Launch Templates Snapshots 4 Volumes 3
Default credit specification
Spot Requests
Console experiments
Savings Plans @ Easily size, configure, and deploy Microsoft SQL Server Always On availability groups on AWS X

using the AWS Launch Wizard for SQL Server. Learn more
Reserved Instances

Dedicated Hosts Additional
Scheduled Instances information [2

Capacity Reservations .
Launch instance Getting started guide

v .
Images Documentation

AMls To get started, launch an Amazon EC2 instance, which is a virtual server in the cloud.

Launch instance ¥
v Elastic Block Store

Note: Your instances will launch in the US East (N. Virainia) Reaion

All EC2 resources

Forums
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Choose an AMI - Find the CSHL SEQTEC 2020 AMI in
the My AMIs

aws Services V¥ AN cshl.student @ cshlworkshops ¥ N. Virginia ¥ Support ¥
1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review
. i Cancel and Exit
Step 1: Choose an Amazon Machine Image (AMI)

An AMl is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You can select an AMI provided by AWS, our user
community, or the AWS Marketplace; or you can select one of your own AMls.

Q, Search for an AMI by entering a search term e.g. "Windows" X

Search by Systems Manager parameter

Quick Start 1to 2 of 2 AMIs
My AMIs e A cshl-seqtec-2019 - ami-018b3bf40f9926ac5 m
AWS Marketplace Root device type: ebs  Virtualization type: hvm ~ Owner: 577255725291  ENA Enabled: Yes 64-bit (x86)
IS A cshl-seqtech-2020 - ami-Ocdaba7e6f983f943 m é
Root device type: ebs  Virtualization type: hvm ~ Owner: 577255725291  ENA Enabled: Yes 64-bit (x86)

¥ Ownership

Owned by me
(JShared with me

¥ Architecture

(J 32-bit (x86)

A L oM
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Choose “m5.2xlarge” instance type, then "Next:
Configure Instance Details".

aWS,‘, Services ¥ Q cshl.student @ cshlworkshops ¥ N. Virginia ¥ Support ¥

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 2: Choose an Instance Type

m5 mb.large 2 8 EBS only Yes Up to 10 Gigabit Yes
m5 mb.xlarge 4 16 EBS only Yes Up to 10 Gigabit Yes
[ ] m5 mb5.2xlarge 8 32 EBS only @ Up to 10 Gigabit Yes
m5 mb5.4xlarge 16 64 EBS only Yes Up to 10 Gigabit Yes
m5 m5.8xlarge 32 128 EBS only Yes 10 Gigabit Yes
m5 m5.12xlarge 48 192 EBS only Yes 10 Gigabit Yes
m5 mb5.16xlarge 64 256 EBS only Yes 20 Gigabit Yes
m5 mb.24xlarge 96 384 EBS only Yes 25 Gigabit Yes
m5 m5.metal 96 384 EBS only Yes 25 Gigabit Yes
mba mba.large 2 8 EBS only Yes Up to 10 Gigabit Yes
mba mba.xlarge 4 16 EBS only Yes Up to 10 Gigabit Yes

Cancel Previous Review and Launch Next: Configure Instance Details
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Select "Protect against accidental termination”, then
"Next: Add Storage".

aW§ Services ¥ Q cshl.student @ cshlworkshops ¥ N. Virginia ¥ Support ¥

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 3: Configure Instance Details

Auto-assign Public IP  (j Use subnet setting (Enable) 37
Placement group (j (JAdd instance to placement group
Capacity Reservation (j Open v
Domain join directory (j No directory C Create new directory
IAM role  (j None %) C Create new IAM role

A You do not have permissions to list instance profiles. Contact your administrator, or check your IAM permissions.

CPU options  (j (J Specify CPU options
Shutdown behavior (j Stop v
Stop - Hibernate behavior (j (JEnable hibernation as an additional stop behayior
Enable termination protection (j Protect against accidental termination
Monitoring (j (JEnable CloudWatch detailed monitoring

Additional charges apply.

EBS-optimized instance (j Launch as EBS-optimized instance

Cancel Previous Review and Launch Next: Add Storage
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You should see "snap-xxxxxxx" (32GB) and "snap-xxxxxxx" (250GB) as the two storage
volumes selected. Then, "Next: Tag Instance"

aws Services ¥ AN cshl.student @ cshlworkshops ¥ N.Virginia ¥ Support ¥

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 4: Add Storage

Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volumes to your instance, or
edit the settings of the root volume. You can also attach additional EBS volumes after launching an instance, but not instance store volumes. Learn more about

storage options in Amazon EC2.

Delete on

Size (GiB Th hput
Volume Type (i Device (i Snapshot (i |z-e( iB) Volume Type (i IOPS (i (Mch;l;)g ;:u Termination Encryption (i

shap-
/dev/sdal 00fec8d273403984a [32 IGeneraI Purpose SSD (gp2) "] 100/ 3000 Not Encrypte w

I/dev/sdb VI Isnap-07c1c7fa70fa4e| |250 [General Purpose SSD (gp2) VI 750/ 3000 Not Encrypte Q

Add New Volume

Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage. Learn more about free usage tier eligibility and

usage restrictions.

Cancel Previous Review and Launch Next: Add Tags
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Create a tag like “Name=KelsyCotto” [use your own name]. Then hit "Next:
Configure Security Group".

G cshl.student @ cshlworkshops ¥ N. Virginia ¥ Support ¥

aW% Services ¥

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 5: Add Tags

A tag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver.

A copy of a tag can be applied to volumes, instances or both.
Tags will be applied to all instances and volumes. Learn more about tagging your Amazon EC2 resources.

Key (128 characters maximum) Value (256 characters maximum) Instances (i Volumes (i

[Name | [KelsyCotto | (X

Add another tag (Up to 50 tags maximum)

Important: Don’t forget to name your instance!
(FirstnamelLastname)

Cancel Previous Review and Launch Next: Configure Security Group
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Select an Existing Security Group, choose "SSH_HTTP". Then hit "Review and Launch".

W o
a § Services ¥

Q cshl.student @ cshlworkshops v N. Virginia ¥ Support ¥

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 6: Configure Security Group

A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if you want to set up a web server
and allow Internet traffic to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Learn more
about Amazon EC2 security groups.

Assign a security group: O Create a new security group

@ Select an existing security group @

Name Description

sg-384f5b79 default default VPC security group

Copy to new
@ sg-0087dc3a8b6e37a2d SSH and HTTP created 2019-11-08T09:43:29.293-05:00 @ Copy to new

Inbound rules for sg-0087dc3a8b6e37a2d (Selected security groups: sg-0087dc3a8b6e37a2d)

Security Group ID Actions

[l |
Type (i Protocol (i Port Range (i Source (i Description (i
HTTP TCP 80 0.0.0.0/0
HTTP TCP 80 /0
SSH TCP 22 0.0.0.0/0

Cancel Previous Review and Launch

rnabio.org
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Review the details of your instance, note the warnings,
then hit Launch

aws Services w

4 cshl.student @ cshlworkshops ¥ N. Virginia ¥ Support ¥

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 7: Review Instance Launch

Please review your instance launch details. You can go back to edit changes for each section. Click Launch to assign a key pair to your instance and complete the launch process.

A Your instance configuration is not eligible for the free usage tier
To launch an instance that's eligible for the free usage tier, check your AMI selection, instance type, configuration options, or storage devices. Learn more about free usage tier eligibility and usage restrictions.

Don't show me this aaain

A Improve your instances' security. Your security group, SSH and HTTP, is open to the world.
Your instances may be accessible from any IP address. We recommend that you update your security group rules to allow access from known IP addresses only.
You can also open additional ports in your security group to facilitate access to the application or service you're running, e.g., HTTP (80) for web servers. Edit security groups

¥ AMI Details
cshl-seqtech-2020 - ami-Ocdaba7e6f983f943

- Root Device Type: ebs  Virtualization type: hvm

Edit AMI

v Instance Type Edit instance type

Instance Type ECUs vCPUs Memory (GiB) Instance Storage (GB) EBS-Optimized Available Network Performance

mb5.2xlarge - 8 32 EBS only Yes Up to 10 Gigabit

v Security Groups Edit security groups

Security Group ID Name Description

$g-0087dc3a8b6e37a2d SSH and HTTP created 2019-11-08T09:43:29.293-05:00

Cancel Previous | Launch

Module 0
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Choose an existing key pair: “cshl 2020 student" and
then Launch.

aws Services ¥ Q cshl.student @ cshlworkshops ¥ N. Virginia ¥ Support ¥

Select an existing key pair or create a new key pair

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required
to obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

[Choose an existing key pair
Select a key pair
[cshl_2020_student

| acknowledge that | have access to the selected private key file (csj
and that without this file, | won't be able to log into my instance.

I Launch Instances
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View Instances to see your new instance spinning up!

Services v Resource Groups v * Q

cshl.student @ cshlworkshops ~ N. Virginia v Support ¥

Launch Status

@ Your instances are now launching
The following instance launches have been initiated: i-08e73e43f17783273  View launch log

@ Get notified of estimated charges

Create billing alerts to get an email notification when estimated charges on your AWS bill exceed an amount you define (for example, if you exceed the free usage tier).

How to connect to your instances

Your instances are launching, and it may take a few minutes until they are in the running state, when they will be ready for you to use. Usage hours on your new instances will start immediately and continue
to accrue until you stop or terminate your instances.

Click View Instances to monitor your instances' status. Once your instances are in the running state, you can connect to them from the Instances screen. Find out how to connect to your instances.

v Here are some helpful resources to get you started
» How to connect to your Linux instance » Amazon EC2: User Guide

» Learn about AWS Free Usage Tier » Amazon EC2: Discussion Forum

While your instances are launching you can also

Create status check alarms to be notified when these instances fail status checks. (Additional charges may apply)
Create and attach additional EBS volumes (Additional charges may apply)

Manage security groups

View Instances

Module 0
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Find YOUR instance, select it, and then hit connect for instructions
on how to connect (It may take some time for your instance to be
ready)

4 cshl.student @ cshlworkshops ¥ N. Virginia ¥ Support ¥

|I Instance state v H Actions w l Launch instances n

aW§ Services ¥

@ New EC2 Experience

Tell us what you think X InStances (1 /3) Info
EC2 Dashboard Q 1 (o))
Events
T —] Name v Instance ID Instance state v Instance type v Status check Alarm status Availability Zone v Public IPv4 DNS v
ags
Limits test_login_in... i-061dc4cf116f108b5 @Running @Q t2.micro © 2/2 checks ... No alarms 4+ us-east-Te ec2-54-208-183-137.c...
instructor_in... i-01f3e5ef76ace3f48 Running ®@Q m5.2xlarge © 2/2 checks ... No alarms + us-east-1f ec2-3-83-35-210.com...
¥ Instances
KelsyCotto i-0b012943b3ce51aee Q m5.2xlarge ® 2/2 checks ... No alarms < us-east-1f ec2-100-24-122-188.c...
Instances

Instance Types

— = = @

Launch Templates

Spot Requests Instance: i-0b012943b3ce51aee (KelsyCotto)

Savings Plans Details Security Networking Storage Status Checks Monitoring Tags
Reserved Instances

Dedicated Hosts ¥ Instance summary Info

Scheduled Instances
Private IPv4 addresses

Instance ID Public IPv4 address
Capacity Reservations
i-0b012943b3ce51aee (KelsyCotto) 100.24.122.188 | open address [4 172.31.72.162

v Images
Instance state Public IPv4 DNS Private IPv4 DNS
Ave © Running ec2-100-24-122-188.compute-1.amazonaws.com | open ip-172-31-72-162.ec2.internal
v Elastic Block Store address [
Volumes Instance type Elastic IP addresses VPCID
Snapshots m5.2xlarge - vpc-ad2c8fd7 [A

Lifecycle Manager
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Take note of your Public DNS/IP and the instructions on changing permissions
for the key file (Note, we will login as ubuntu NOT root)

AN cshl.student @ cshlworkshops ¥ N. Virginia ¥ Support ¥

aW§ Services ¥

EC2 Instances i-0b012943b3ce51aee Connect to instance

Connect to instance info
Connect to your instance i-Ob012943b3ce51aee (KelsyCotto) using any of these options

EC2 Instance Connect Session Manager SSH client @

Instance ID
i-0b012943b3ce51aee (KelsyCotto)

1. Open an SSH client.
2. Locate your private key file. The key used to launch this instance is cshl_2020_student.pem
3. Run this command, if necessary, to ensure your key is not publicly viewable.
chmod 400 cshl_2020_student.pem
4. Connect to your instance using its Public DNS:
ec2-3-237-46-215.compute-1.amazonaws.com

Example:
ssh -i "cshl_2020_student.pem" root@ec2-3-237-46-215.compute-1.amazonaws.com

Cancel

rnabio.org
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Logging into your instance (Windows)
Enter the Host Name (IP address)

Open PuTTY

Cy

®

Category:

[=)- Session

i i Logging

=)- Terminal

- Keyboard

- Bell

- Features

= Window
Appearance

- Behaviour

- Translation

- Selection

- Colours

[=)- Connection

.. Data

- Proxy

- Telnet

- Rlogin

(- SSH

- Serial

PuTTY Configuration ﬁ

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Name (or IP address) Port
22

Connection type:
) Raw () Telnet ) Rlogin @ SSH () Serial

Load, save or delete a stored session
Saved Sessions

Default Settings Load

cBw

Close window on exit:
() Aways () Never @ Only on clean exit

[ Open l [ Cancel

& PuTTY Configuration

Category:

-[Session ]
| Logging
(= Terminal
' Keyboard
Bell
Features
—}-Window
i Appearance
Behaviour
Translation
Selection
Colours
—}-Connection
Data
Proxy
Telnet
Rlogin
+-SSH
. Serial

About

Help

Basic options for your PuTTY session

Specify the destination you wantto connectto

Host Name (or IP address) Port
(38335210 ||22 |
Connection type:

ORaw  (OTelnet ORIlogin @SSH () Serial

Load. save or delete a stored session

Saved Sessions

| |

| Default Settings Load

Save

Close window on exit
OAways (O Never (@) Only on clean exit

Open Cancel
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Logging into your instance (Windows)

Choose SSH -> Auth

Choose Connection -> Data
) Browse to Private key (ppk) file

Enter the username ‘ubuntu

Module 0

{52 PUTTY Configuration ? X &2 PuTTY Configuration ? X
Category: Category:
—J-Session Data to send to the server Bell A Options controlling SSH authentication
Logging . - Features
: L detail
= Terminal b —-Window Display pre-authentication banner (SSH-2 only)
Keyboard Auto-login username Iubuntul I Appearance [ ]Bypass authentication entirely (SSH-2 only)
E:!tures When username is not specified: Behavnoyr Adbaree—c thod
L Wind @Prompt () Use system username (megan) Translation RO
=~ IA:: . gelecnon [v] Attempt authentication using Pageant
ol Terminal details olours
Behaviow | B ayied [] Attempt TIS or CryptoCard auth (SSH-1)
Translation Terminal-type string xterm ] Data [v] Attempt "keyboard-interactive” auth (SSH-2)
Selection - [ P
Clin Terminal speeds 138400.38400 l T::::zt Authentication parameters
—J-Connection Ervionmenivaiabies Rlogin [_JAllow agent forwarding
-EHEP e ‘ ERSSSHHEEE - []Allow attempted changes of username in SSH-2
o ! 2 _
Tr lxy L Add Kex Private key file for authentication:
elnet Val ‘ Hostkeys
Rlogin alue . | Remove Cipher lUsers\MR\Desktop\cshl_2020_student,ppH| Browse...
+#-SSH +
Serial ' @
X1
Tunnels
Bugs
More bugs
: Serial v
Aoou Help Cancl About Help Cance
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Logging into your instance (Windows)

Double-click saved “Amazon Node” session OR

Choose Session
Save your session as "Amazon Node”

& PuTTY Configuration

Category:

~[Session ] A

Loggin( @
Terminal
Keyboard
Bell
Features
Window
Appearance
Behaviour
Translation
Selection
Colours
Connection
Data
Proxy
Telnet
Rlogin
—-SSH
‘ Kex
Hostkeys
Cipher
+-Auth
LTTY

r
-1}

m

X1 v

About Help

?
Basic options for your PuTTY session
Specify the destination you wantto connectto
Host Name (or IP address) Port
38335210 |22
Connection type:
ORaw  (OTelnet (ORIlogin @sSSH (O Serial
Load, save or delete a stored session
Saved Sessions
[Amazon node ]
Default Settings Load
Save
Delete
Close window on exit
O Always O Never @ Only on clean exit

Select "Amazon Node” session and click Open

@ PuTTY Configuration

Category:
=[Session | A
‘ Loggin( @
= Terminal
i Keyboard
Bell
Features
= Window
‘ Appearance
Behaviour
Translation
Selection
Colours
Connection
Data
Proxy
Telnet
Rlogin
—-SSH
’ Kex
Hostkeys
Cipher
+-Auth
L TTY

0}

X1 v

About Help

Basic options for your PuTTY session
Specify the destination you wantto connectto

Host Name (or IP address) Port
138335210 |[22

Connection type:

ORaw  (OTelnet (ORlogin @SSH (O Serial
Load. save or delete a stored session
Saved Sessions
IAmazon node I
Default Settings Load
Save
Delete

Close window on exit
OAways  (ONever

é—

(@ Only on clean exit

rnabio.org
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800

(<[]

DEVICES

I OLM-francis-BVII
I ibisk

| Beaglevil
PLACES

E Desktop

2N francis
/-, Applications
[} Documents.
(] humour
Dropbox

SEARCH FOR

(&) Today

(L) Yesterday
(L) Past Week
(3] All Images
(3] All Movies
(] Al Documents|

Logging into your instance (Mac)

(23] Applications

In a Finder window
‘Applications’ -> “Utilities’ -> “Terminal

[
p—
Address B

/ TextEdit.app
@ Time Machine.app
¥ TweetDeck.app

Activity Monitor.app
2] Adobe AIR Applicatig

staller.app

AirPort Utility.app
AppleScript Editor.app
Audio MIDI Setup.app
Bluetooth File Exchange.app
Boot Camp Assistant.app
ColorSync Utility.app
Console.app

DigitalColor Meter.app

Disk Utility.app

Exposé.app

Grab.app

«' Grapher.app
I=l Java Preferences.app

/% Keychain Access.app

& Migration Assistant.app

@ Network Utility.app
app

Or on your dock

TEHY B B

RAID Utility.app
£ Remote Install Mac O
Spaces.app
w System Profilgl
B Terminal.apf
. Uninstall Air Display.3
@ VoiceOver Utili

“& VPNClient.app

o@D E

1 of 101 selected, 90.47 GB available
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Add the terminal App to your dock

L B lerminal — bash — 8UxZ24

Last login: Mon Jun 1 22:07:89 on ttyseol
——————————————————————————————————————————————————————————— Mon Jun @1-:

[zhibin€ , = Torminal — bash — 80x24

New Window

New Window with Settings >
New Command...

New Remote Connection...

Options > Keep in Dock
Open at Login

Show All Windows Show in Finder

Hide
Quit

.e . .Sl 1. %
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Creating a working directory on your Mac called

‘cshl’

obis-air:~ ogriffit$ pwd
/Users/ogriffit
obis-air:~ ogriffit$ 1s

Applications Desktop Dropbox Movies
Attachments Documents Google Drive Music
Box Sync Downloads Library Pictures

obis-air:~ ogriffit$ mkdir cshl

obis-air:~ ogriffit$ cd cshl

obis-air:cshl ogriffit$ ls -la

total @

drwxr-xr-x 2 ogriffit staff 68 Nov 13 22:18 .
drwxr-xr-x+ 58 ogriffit staff 1972 Nov 13 22:18 ..
obis-air:cshl ogriffit$ [

41

Public gittemp
bin igv
git ncbi

mkdir cshl
cd cshl

temp

rnabio.org



Obtain the course SSH key file

 NOTE for Mac users. You will need to use a “.pem” file
* NOTE for Windows Users. You will need to use a “.ppk” file instead.

— This is created from the “.pem” file.
— https://aws.amazon.com/premiumsupport/knowledge-center/convert-pem-file-into-
ppk/
* The SSH key file will be used to securely login to your student instance on the
cloud

Save the pem/ppk file you received via email/slack to your new cshl folder
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https://aws.amazon.com/premiumsupport/knowledge-center/convert-pem-file-into-ppk/

Viewing the ‘key’ file once downloaded

cat cshl 2020 student.pem

Kelsys-MacBook-Pro:keys kcotto$ cat cshl_2019_student.pem

MITEpATIBAAKCAQEAgtGtpngERtEu/SCmeF2r1HMESMaoOfEJ1AwQwk2/SNXK81zr@IHOzTVvmEL1D
VUwWg7pkvhhJh@5pDb+2U9H1Ze3sxLv3SINrkATYF/NsrpwB+qlvwgzGW9sQ6uj45RWrPkiZlsaj
TQZmyFRu+t1JTRU3hQDgAOMRWTx1WxvOgFzuZy/qb+DALUFQsInrEKnijrwdLmdéusaBTvhc@gFS
B9oEelHObZHITZFw/wP+Z0uZg@Ujir7QwOLTM45QH/LOdBdUL3k/mBeez00yvnKMwj8E4X10rQot
hHtQ7F91SILK8OW1rRHOqwxwt9ycEH1JtNMQmUT1fOvE2XJ6106chQIDAQABAOIBABG7P/FHu/Qp
WFgg+89myugR6GvA2X55CFSzZfYg0aQyrjSjDleFtdu2uXiISG8gUBZYv1zxx82a0CAP57j04SBq0
xD/gR1LukY/jyXyPn77w/ExmaNoLJ J11IWORUSHOJYLIzVpFPGes3u5zGSGDTSDNhw3sSdWhqlFX31
7vY5boUAQgahXf0dpGFxteP6gb/BKFQF sThXk7GXMyS/kr4w7Z1hPWHrMSu2UBdS/a/beAVN76qU
E/10HR300AugqghusZabpbX7MJ100VcviAQgeF8Z+xf2uugDEAKut1PxW0+yvGM4SpZZ0skFZz6YI
pBnX4ELWPhCeMzg4M18QY6ptR2UCGYEAUC6Y fN1ymg24NJu8PANXx8navTi50WYuXWXrjOmrLr3SR
/XY+w26cgipM+K5eQfXSr4Yb8BQKjRktMzBzf5nKdaX4pzYIquQHA2BOHDhTooHAhkbTMTmKukv4
oEWQ6wWCcEEGRQ1 fw4xbMENnTQfHIBIZ21am+jwI8Xb71dwMG4pU/nsCgYEAtDOXx4bNC1X3A5by50uYO
WXrtgQszCXYcbkrpbjRET12f9hgzOMRMHY /xH/XGvMutZSFV2rCZRwd71m+QWGadk/MQSOkouzWe
gSasyjFg+MKCkqYnS3/JTbx8yrLZmz10LtX6pwmwg0Zy8aljYHo9a2/EI8Tjh2d0SxeadIRVYP8EC
gYAToiXwwl1lVdu+d3j/7TDLqYCtdHOVAXJIX/utI9QQ3yoIryuh+bWmFVEIVAMIGXyyQZRyoZwgIS4A
PNHO3+bEa+69wbz1hks1K5g8GKgISVd1lC4rZZXB5ehgTmWV7Igl89y/SF4G/Ityo30K@ohALh597
NcvNEzzqruTjalIIMvTKMWKBgQCkM+QP1TqcOTbV1fvClviXuJBLsiJLCImYeZL@OnZVmIMusbhxX
b8ZQYGSyUz@9nul1XaulGLQDvXvFO89CzWL1SomxBoH1LFJIQvGwa9F fYQRIVPHuqut8rs4oPGn@QzC
h7M7QCJcr@@oAcrSLLkQmgz+phIw7BzFr039J4HF1RInjQKBgQCtdEvcbtyk8Ih4WH3z0wpkc43f
U8DZhZwjRQpGWLD8CPj9RgRNE4+1PCH6s/RLQf7S1E1ZjX/@UAOWPEVr0j5sVjy@IujohRbtyd(M
ogWeSeUblsLogRvMrTfCEpl/rz3GpoQLSC/5s6XvjnnKK8RN8s7MseLuul63T/CRBpIs8A==
Kelsys-MacBook-Pro:keys kcotto$ I
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Changing file permissions of your ‘key’ file
(Mac/Linux)

s - (long listing)
-rw-r--r--@ 1 kcotto staff 1696 Nov 9 09:19 cshl 2020 _student.pem
rwx : owner

rwx : group

rwx: world

rread (4)
w write (2)
x execute (1)

Which ever way you add these 3 numbers, you know which integers
were used (6 is always 4+2, 5 is 4+1, 4 is by itself, 0 is none of them etc ...
So, when you have:

chmod 400 <file name>

It is “r” for the the file owner only
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Logging into your instance

Mac/Linux

cd ~/cshl
chmod 400 cshl 2020 student.pem
ssh -i cshl 2020 _student.pem ubuntu@[YOUR PUBLIC IP]

rnabio.org
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Copying files from AWS to your computer
(using a web browser)

C

00 /mi M &t BB\ BB BB BB Br B O & me( Q¢ 1x |
“— C [) 52.10.8.86/workspace/ K¢
" Apps [ BankingBills (] Entertainment (] TGI [Z] Biostar % Twitter m CIViC DEV ﬂ cIvic O rnaseq.wiki

v

Index of /workspace

Name Last modified Size Description

& Parent Directory

(C3 Homo sapiens/ 2015-11-13 06:45
README.txt  2014-06-17 23:53 5.3K
[:3 bam-demo/ 2015-11-14 21:03

[fada(a/ 2015-11-1301:39
[23 scratch/ 2015-11-13 19:43
E}tools/ 2015-11-1301:54

Apachel/2 4.7 (Ubuntu) Server at 52.10.8.86 Port 80

http://[YOUR PUBLIC DNS OR IP]/
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Logging out of your instance

Mac/Linux — simply type exit

exit

Note, this disconnects the terminal session (ssh
connection) to your cloud instance. But, your cloud instance
s still running! See next slide for how to stop your instance.
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When you are done for the day you can “Stop” your
instance — Don’t Terminate!

awg Services ¥ Q cshl.student @ cshlworkshops ¥ N. Virginia ¥ Support ¥

@ New EC2 Experience

Tell us what you think X Instances (1/3) info ’ C H Connect || Instance state ¥ H Actions ¥ ‘n

EC2 Dashboard@ Q 1 o

Events
T -] Name v Instance ID Instance state v Instance type v Status check Alarm status Availability Zone v Public IPv4 DNS v
ags
Limits test_login_in... i-061dc4cf116f108b5 ©@Running @Q t2.micro © 2/2 checks ... No alarms + us-east-1e ec2-54-208-183-137.c...
i-01f3e5ef76ace3f48 ©@ Running @& m5.2xlarge © 2/2 checks ... No alarms + us-east-1f ec2-3-83-35-210.com...

instructor_in...
¥ Instances
@ KelsyCo se ®Running ®Q m5.2xlarge © 2/2 checks ... No alarms + us-east-1f ec2-3-237-46-215.c0...
Instances Launch i

Launch instance from template

nces

Instance Types

Launch Templates Connect
Spot Requests Stop instance @

Savings Plans Start instance

Reserved Instances Reboot instance

. Hib te inst
Dedicated Hosts [bernate mstance

Terminate instance
Scheduled Instances

. . Instance settings >
Capacity Reservations

Networking >

v Images

—| Goto AWS EC2 Dashboard, select “Instances”

ic Block Store . . . . E = @
e =aneioord 1) then find your instance. Right-click and chose

‘Stop instance’

Lifecycle Manager
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Next morning, you can “Start” your instance again

aW§ Services v Q cshl.student @ cshlworkshops ¥ N. Virginia ¥ Support ¥

N—

@ New EC2 Experience X © Successfully stopped i-0b012943b3ce51aee X

Tell us what you think

EC2 Dashboard @stances (1/3) info | Instance state v ‘ I Actions v l n
Events
Q i C

Tags

Limits -] Name v Instance ID Instance state © Instance type v Status check Alarm status Availability Zone v Public IPv4 DNS v
v Instances @ test_login_in... i-061dc4cf116f108b5 @Running @Q t2.micro © 2/2 checks ... No alarms 4 us-east-Te ec2-54-208-183-137.c...

Instances instructor_in... &01f3e5ef76ace3f48 ®@Running @Q m5.2xlarge © 2/2 checks ... No alarms + us-east-1f ec2-3-83-35-210.com...

Instance Types | KelsyCotto ce57aee S e e =2xlarge @ 2/2 checks ... No alarms + us-east-1f -

Launch instances

Launch Templates
Launch instance from template

Spot Requests
Connect

Savings Plans

Stop instance

Reserved Instances -
Start instance

Dedicated Hosts ,
Reboot instance

Scheduled Instances Hibernate instance

Capacity Reservations Terminate instance

v Images

Go to AWS EC2 Dashboard, select “Instances”
tab, then find your instance. Right-click and chose

Volumes

Snapshots Instance: i-0b017 ‘ Sta rt I n Sta n Ce ,

Lifecycle Manager
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When you restart your instance you will need to find your new Public DNS or IP address. Select your instance
and “Connect” or look in Description tab. Then go back to instructions for “Logging into your instance”

aW§ Services ¥ cshl.student @ cshlworkshops ¥ N. Virginia ¥ Support ¥
@ New EC2 Experience
Tell us what you think X Instances (1/3) info ‘ C l ‘ Connect l Actions ¥ l Launch instances
EC2 Dashboard Q 1 (o))
Events
T —] Name v Instance ID Instance state v Instance type v Status check Alarm status Availability Zone v Public IPv4 DNS v
ags
Limits test_login_in... i-061dc4cf116f108b5 ©@Running @Q t2.micro © 2/2 checks ... No alarms + us-east-1e ec2-54-208-183-137.c...
instructor_in... i-01f3e5ef76ace3f48 @Running @Q m5.2xlarge © 2/2 checks ... No alarms + us-east-1f ec2-3-83-35-210.com...
¥ Instances
KelsyCotto i-0b012943b3ce51aee @Running @Q, m5.2xlarge © 2/2 checks ... No alarms <+ us-east-1f ec2-100-24-122-188.c...
Instances

Instance Types

Launch Templates

Spot Requests Instance: i-0b012943b3ce51aee (KelsyCotto)

Savings Plans Details Security Networking Storage Status Checks Monitoring Tags

Reserved Instances

Dedicated Hosts ¥ Instance summary Info

Scheduled Instances

Instance ID Public IPv4 address Private IPv4 addresses
Capacity Reservations
i-0b012943b3ce51aee (KelsyCotto) 100.24.122.188 | open address [4 172.31.72.162
v Images
Instance state Public IPv4 DNS Private IPv4 DNS
AMIs .
© Running ec2-100-24-122-188.compute-1.amazonaws.com | open ip-172-31-72-162.ec2.internal
w Elastic Block Store address [
Volumes Instance type Elastic IP addresses VPCID
Snapshots m5.2xlarge - vpc-ad2c8fd7 [A

Lifecycle Manager
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So, at this point:

* Your laptop/pc is ready for the workshop

e Ifitis not, you know where to get the information you
need

* You know how to login to AWS

* The next step is to login to your linux machine on AWS
and learn the basics of a linux command line
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Break
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Key AWS concepts and terminology

 HDD - Hard disk drive. A particular type of storage hardware that is
generally cheaper and larger but slower than SSD. HDD drives are
traditional hard drives that access data on a spinning magnetic disk.

* Ephemeral storage - Also known as Instance Store storage. Data storage
associated with an EC2 instance that is local to the host computer. This
storage does not persist when the instance is stopped or terminated. In
other words, anything you store in this way will be lost if the system is
stopped or terminated. Instance store volumes may be backed by SSD
or HDD devices.
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What is a Region?

 An AWS Region is set of compute resources that Amazon maintains (like the Data
Center image shown before)

* Each Region corresponds to a physical warehouse of compute hardware (computers,
storage, networking, etc.).

e At the time of writing there are 22 regions: (US East (N.Virginia), US East (Ohio), US
West (Oregon), US West (N. California), GovCloud (US-West), GovCloud (US-East),
Canada (Montreal), EU (Ireland), EU (Frankfurt), EU (London), EU (Paris), EU (Milan),
EU (Stockholm), Middle East (Bahrain), Asia Pacific (Singapore), Asia Pacific (Sydney),
Asia Pacific (Seoul), Asia Pacific (Tokyo), Asia Pacific (Mumbai), Asia Pacific (Hong
Kong), Asia Pacific (Beijing), and South America (Sao Paulo).

* When you are logged into the AWS EC2 console, you are always operating in one of
these regions.
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What is a Region?

* Current region shown in the upper right corner of console

* Itis important to pay attention to what region you are using for several
reasons.

— When you create an EC2 instance (EBS volume, etc) in one region you won’t see it in
another region.

— The cost to use many AWS resources varies by region.

— The region may influence network performance when you are accessing the
instance, especially if you need to transfer large amounts of data in or out.

— Billing is tracked separately for each region

— Generally you should choose a region that is close to you or your users. But cost is
also a consideration.
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