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Learning Objectives

* |ntroduction to cloud computing concepts

* |ntroduction to cloud computing providers

e Use the Amazon EC2 console to create an instance for each student
— Will be used for many hands-on tutorials throughout the course

* How to log into your cloud instance
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Disk Capacity vs Sequencing Capacity, 1990-2012
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About DNA and computers

We hit the $1000 genome* in ~2016

— Need to think about the $100 genome

Module 0

The doubling time of sequencing has been ~5-6 months.
The doubling time of storage and network bandwidth is ~12
months.

The doubling time of CPU speed is ~18 months.

The cost of sequencing a base pair will eventually equal the cost
of storing a base pair
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What is the general biomedical scientist to do?

* Lots of data
e Poor IT infrastructure in many labs
* Where do they go?

* Get bigger hardware?
 Write more grants?
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Cloud computing providers

* Amazon AWS
— https://aws.amazon.com/
* Google cloud
— https://cloud.google.com/
* Microsoft Azure
— https://azure microsoft.com/en-us/
* More...
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https://azure.microsoft.com/en-us/

Amazon Web Services (AWS)

* Infinite storage (scalable): S3 (simple storage service)
 Compute per hour: EC2 (elastic cloud computing)

* Ready when you are High Performance Computing

e Multiple football fields of HPC throughout the world

amazon

webservices™
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Some of the challenges of cloud computing:

* Not cheap

e Getting files to and from there
e Standardization can be a challenge if you don’t control hardware

* PHI: personal health information & security concerns

— In the USA: HIPAA act, PSQIA act, HITECH act, Patriot act, CLIA and CAP
programs, etc.

— http://www.biostars.org/p/70204/
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http://www.biostars.org/p/70204/

Some of the advantages of cloud computing:

* There are better ways of transferring large files, and now AWS
makes it free to upload files.

* A number of datasets exist on AWS (e.g. 1000 genome data).

* Many useful bioinformatics AMI’s (Amazon Machine Images)
exist on AWS: e.g. cloudbiolinux & CloudMan (Galaxy) — now
one for this course!

* Many flavors of cloud available, not just AWS

Module 0 9
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Key AWS concepts and terminology

 AWS - Amazon Web Services. A collection of cloud computing services
provided by Amazon.

e EC2 - Elastic Compute. An AWS service that allows you to configure and
rent computers to meet your compute needs on an as needed basis.

e EBS - Elastic Block Storage. A data storage solution that allows you to
rent disk storage and associate that storage with your compute
resources. EBS volumes are generally backed by SSD devices.
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Key AWS concepts and terminology

e S3 - Simple storage service. Cheaper than EBS and allows for storage of
larger amounts of data with some drawbacks compared to EBS. S3
volumes store data as objects that are accessed by an APl or command
line interface or other application designed to work with S3. EBS
volumes on the other hand can be mounted as if they were a local disk
drive associated with the Instance.

e SSD - Solid state drive. A particular type of storage hardware that is
generally faster and more expensive than traditional hard drives.
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What is difference between the 'Start’, 'Stop’, 'Reboot’, and
'Terminate’ (Instance States)?

e Start —turn on an EC2 instance that you have previously created

e Stop — turn off an EC2 instance that you have previously created
* Reboot — restart an EC2 instance

* Terminate — permanently stop and destroy an EC2 instance. Any associated
EBS volumes may also be destroyed at this time depending on configuration
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What is an AMI/snapshot?

 AMI (Amazon Machine Image) — a template that specifies how to launch
EC2 instances

— Root volume with operating system (OS), pre-installed applications, etc
— Launch permissions the determine who can use the AMI
— Specification of (data) volumes to attach when launched

* You can create an AMI for any instance you have created/configured

* AMI can be made public for sharing (region-specific)

* Creating an AMI involves creating a snapshot of the root and any attached
volumes. You will be charged to store this snapshot.
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| can not log into my EC2 instance, what might have gone wrong?

* |syourinstance running?

e Are you providing the correct path to your key file?
* |s it the correct key file?

* Have you set the permissions for your key file correctly?
* Did you specify a valid user for your AMI (e.g., ubuntu)?

* Did you specify the correct IP address?

* Does the Security Group for the instance allow access for your
connection protocol (e.g., SSH) and location?
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How much does it cost to use AWS EC2 resources?

RHEL SLES Windows Windows with SQL Standard Windows with SQL Web
Windows with SQL Enterprise
Region: | US West (Oregon) '
vCPU v Memory (GiB) Instance Storage (GB) Uinux/UNIX Usage

General Purpose - Current Generation

t2Z.nano ] Variable 05 EBS Only $0.0058 per Hour
t2.micro 1 Variable 1 EBS Only $0.0116 per Hour
t2.small 1 Variable 2 EBS Only $0.025 per Howr
2. medium 2 Variable 4 £BS Only $0.0464 per Hour
12 arge 2 Variable 8 EBS Only $0.0928 per Hour
12 xdarge 4 Variable 16 £BS Only $0.1856 per Hour
12.2xlarge ) Variable 52 £BS Only $0.3712 per Hour
md large b 6.5 L} £BS Only $0.1 per Mour

md xlarge 4 13 16 £6S Only $0.2 per Mour

md._2xlarge H 6 52 £8S Only $0.4 per Mour

Data transfer (GB): In: free or $0.01; Out: free, $0.01 or $0.02
EBS storage (GB/Month): $0.10

S3 storage (GB/Month): $0.023 standard, $0.0125 infrequent access, or
$0.004 glacier
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Why am | still getting a monthly bill?

* Generally you get an accounting of usage and cost on a 30 day cycle

— Pricing is per instance-hour (now instance-second!) consumed for each instance
type.

— Also charges for storage, transfers, etc

* Be aware of regions!

* Even when an instance is stopped, storage for root or other EBS volumes
persist

* Creating AMlIs/snapshots requires storage

* Explore the billing and cost management tools of AWS to track your
spending, set warnings, etc
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Amazon AWS documentation

https://rnabio.org/module-00-setup/0000/06/01/Intro to AWS/

http://aws.amazon.com/console
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https://rnabio.org/module-00-setup/0000/06/01/Intro_to_AWS/
http://aws.amazon.com/console/

In this workshop:

* Some tools (data) are

e On your computer
 ontheweb
* on the cloud.
* You will become efficient at traversing these various spaces, and finding
resources you need, and using what is best for you.

* There are different ways of using the cloud:
1. Command line (like your own very powerful Unix box)
2. With a web-browser (e.g. Galaxy): not in this workshop
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Things we have set up:

* Loaded data files to a web server (genomedata.org)

* We brought up an Ubuntu (Linux) instance, and loaded a whole bunch of
software for NGS analysis.

* We will clone this and create separate instances for everybody in the
class.

* We've simplified the security: you basically all have the same login and

file access, and opened ports. In your own world you would be more
secure.
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Logging into Amazon AWS
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Go to course wiki, “Log into AWS” page

Log into AWS

« Introduction to AWS Course Unix »

Using cloud computing to complete this course involves two major components: (1) Launching an instance on the
cloud (essentially renting a virtual computer by the hour and turning it on) and (2) logging into that instance).

Covered in this section: logging into AWS EC2 console, starting an instance from the course AMI, configuring it in
the console (select instance AMI, instance type, instance details, storage volumes, tags, security group, and key ‘
pairs).

hitps://mabio org/module-00-5etup/0000/07/01/L og_into _AWS/

A
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https://rnabio.org/module-00-setup/0000/07/01/Log_into_AWS/

Login to AWS console

aws

Account ID or alias

cshiworkshops

IAM user name

cshl.student

Password

Sign-in using root account credentials

Forgot password?

ttos://cshiworks] . : o
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https://cshlworkshops.signin.aws.amazon.com/console

Select "EC2" service

AWS Management Console

Make sure you are
AWS services e in Virginia region
Find Services

2 EC2

- o= Download the AWS Console Mobile App
a to your 105 or Android mobile device.
Search for EC2 & wrrer

¥ Recently visited services

{5} EC2 2 Billing Explore AWS

) 1am

Amazon SageMaker Autopilot

Get hands-on with AutoML. Learn more [4
» All services
AWS Storage Gateway
Get on-premises low latency access to virtually
Build a solution unlimited dloud storage with this hybrid cloud
Get started with simple wizards and automated workflows storage service, Learm more [5
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From EC2 Dashboard, launch a new Instance

O xper: .
New EC2 Experience o Resources CcC ||l @ Account attributes
EC2 Dashboard ) c
You are using the following Amazon EC2 resources in the US East (N. Virginia) Region:
Events . -
Instances (running) 2 Dedicated Hosts 0 Supported platforms (3
Tags * VPC
Limits Elastic IPs 0 Instances (all states) 2 Default VPC [2
vpc-ad2c8fd?
¥ Instances Key pairs 5 Load balancers 0
Settings
nstances
Placement groups 0 Security groups 4 EBS encryption
Instance Types
Zones
Launch Templates Snapshots 4 Volumes g
Default credit specification
Spot Requests
Console experiments
Savings Plans (@) Easily size, configure, and deploy Microsoft SQL Server Always On availability groups on AWS X

using the AWS Launch Wizard for SQL Server, Learn more
Reserved Instances

Dedicated Hosts Additional
Scheduled Instances information 2

Capacity Reservations Launch instance

Getting started guide

v r
Images Documentation

AMIs To get started, launch an Amazon EC2gnstance, which is a virtual server in the cloud

All EC2 resources

¥ Elastic Block Store Forums
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Choose an AMI - Find the CSHL SEQTEC 2021 AMI in
the My AMis

1. Choose AMI

Step 1: Choose an Amazon Machine Image (AMI)

An AMI s 2 termplate that comains the soffware configuraton [operating system. appicat

o server, and appications) regursd ™ r rtarce  sect an AR Droweex AN r Usew coOmmurty of the AW Markefpiace o an
select one of your own AMSs
Quck St 02 of 2 AMe
My ANV

cahl-segteoch 2021  an 02 400bet 2 I NS

Nt devee tye = - - - - A | -

AW Marsetpdace

64 D (a0
Communty AMis A cshi-seqtech-2020 - ami-0Sechedc i 7963763 m
{
Ratt Govies type: o Whastasor yoe * e ENA Eratnd e 84.0 (xBE
¥ Ownenhip
Owred by me

Shared with me

¥ Architecture

3200t (xB5)
64-0n (B8
64-01 (A
G40t Mac)
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Choose “mb5.2xlarge” instance type, then "Next:
Configure Instance Details".

aws Services v student @ cshiworkshops v

1. Chooss AMI 2. Choose Instance Type 3. Configure Instarce 4. ASd Storage 5. Add Tags 8. Configure Securty Group ! Farverw

Step 2: Choose an Instance Type

m5 mS.large 2 8 EBS only Yes Up to 10 Gigabit Yes
mS m& . xlarge 4 16 EBS only Yos Up to 10 Gigabit Yos
[ mS m5.2xlarge 8 32 EBS only Up to 10 Gigabit Yes
m5 mS.dxlarge 16 64 EBS only Yes Up to 10 Gigabit Yes
mS5 mS5.8xlarge 32 128 EBS only Yes 10 Gigabit Yes
mS m5.12xdarge 48 192 EBS only Yes 10 Gigabit Yes
m5 m5.16xdarge 64 256 EBS only Yes 20 Gigabit Yes
mS mS.24xiarge 96 354 EBS only Yos 25 Gigabit Yes
mS mS.metal 96 384 EBS only Yes 25 Gigabit Yes
mSa m&a.large 2 8 EBS only Yes Up to 10 Gigabit Yes
m5a m&a.xlarge - 16 EBS only Yos Up to 10 Gigabit Yos

Cancel Previous Next: Configure Instance Details
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Select "Protect against accidental termination”, then
"Next: Add Storage".

o AMI| 2. Choose Instance Type 3. Configure Instance 4. Add Storage S, Add Tags 6. Configure Security Grous 7. Revaw

Step 3: Configure Instance Details

Auto-assign Public IP | Use subnet setting (Enable) v
Placement group | Add instance 1o placement group
Capacity Reservation | Open v
Domain join directory | No directory C Create new directory
IAMrole | None 9 C Create new 1AM role

A You do not have pemmissions to st instance profiles. Comact your administrator, or check your |AM permissions

CPU options | Specity CPU options
Shutdown behavior | Stop -
Stop - Hibernate behavior | Enable hibernation as an additional stop behans
Enable termination protection | Protect against accidental termination
Monitoring | Enable CloudWatch detailed monitoring

Additional charges apply.

EBS-optimized instance |

Cancel Previous Review and Launch Next: Add Storage
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You should see "snap-xxxxxxx" (32GB) and "snap-xxxxxxx" (250GB) as the two storage
volumes selected. Then, "Next: Tag Instance"

M 2. Chooee Instance Type ) rfgure Fatance 4. Add Storage 5. ASd Tacs 8. Configure Security Groud T Rarvere

Step 4: Add Storage

Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volumes 10 your instance, or
edit the sattings of the root volume. You can also attach additional EBS volumes after launching an instance, but not instance store volumes. Learn more about

storage options in Amazon EC2

Volume Type | Dovice | Snapshot | Volume Type | 0PS | (MB/ ‘)ph?ut Termination Encryption |

0P

/ fscial
Gowecs 00tec8d2 734030840

General Purpose SSD (gp2) - 100 / 3000

dev/sdd v snap-07¢c1c7al0lnde 2 General Purpose S50 gp?) v 750 /7 3000

Add New Volume

Free ter aligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage. Leam more about free usage tier eligibility and
USa0e restrictions
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Create a tag like “Name=KelsyCotto” [use your own name]. Then hit "Next:
Configure Security Group".

2. Choose Instance Type 3. Configure Instance 4. Add Shorage 5. Add Tags

Step 5: Add Tags

A tag consists of a case-sensitive key-value pair, For example, you could define a tag with key = Name and value = Webserver.
A copy of a tag can be appled to volumes, iInstances or both
Tags will be applied to all instances and volumes. Learn more about tagging your Amazon EC2 resocurces

Key 1 Araciers mandimun Value 256 characters maxdimur Instances | Volumes |
Name [Kclr.y(‘x:fto ] [ x]
Add another tag

Important: Don’t forget to name your instance!
(FirstnameLastname)

Cancel  Previous m Next: Configure Security Group
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Select an Existing Security Group, choose "SSH_HTTP". Then hit "Review and Launch".

stance 4. Add Storage 5 Add Tags

8, Configure Security Growp 7. Review

Step 6: Configure Security Group

A security group is a set of firewall nies that control the traffic for your instance, On this page, you can add rules to allow specific traffic to reach your instance. For example, ¥ you want to set up a web server
and allow Internet traffic to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Leam more
about Amazon EC2 security groups

Assign a security group: Create a new security group

® Select an existing security group

Security Group 1D Name Description Actions
sg-38415079 default default VPC security group Copy 1o new
8 s5g-0087dc3a8b6e37a2d SSH and HTTP

created 2019-11-08T06:43:29.293-05.00

Copy 10 new

Inbound rules for 5g-0087dc3albbe37a2d (Selected security groups: sg-0087dc3a8bBe37a2d)

B Q=
Type | Protocol | Port Range | Source | Description |
HTTP TCP 80 0.0.0.0/0
HTTP TCP 80 40
SSH TCP 22 0.0.0.0/0

Module 0
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Review the details of your instance, note the warnings,
then hit Launch

i
Vrs valprcen ey e o coaalse Vv wy, B o bess MW re ow - et griate yous e O A - . -
v 8 BN (e Mar purty PORE WOty R W lac MMate B ceet O he R aor oF e » “ .
* AMI Dotads
A CON seqiec h 2000w 070040 e S0 M40
* Irstance Type
-

o m
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Choose an existing key pair: “cshl 2020 student” and
then Launch.

Select an existing key pair or create a new key pair

sacurely S5M nto your Instance mtczmtm and RSA key pair types.

Note: The selected ey par will Be added 10 T set of heys authorized for this
MOt removing axisting key pars from a pubbc AMI

Module 0
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View Instances to see your new instance spinning up!

Resource Groups ~ *

Launch Status

@ Your instances are now launching

The folowing instance launches have been initiated OBa 304177827 View launch log

© Get notified of estimated charges
Croate bély

"W alorts 1o get an emad notification when estimated charges on your AWS bl axceed an amount you define (for axampie, i you exosed the froe usage ther)

How to connect 10 your instances

Your inalances are launching, and 1 may take a few mindes until they are In the running state, when they will De ready 1or you 10 Use, LUsaoe Nowurs on your new instanoes wik siart immedisiely and continue
30 BOCrUe U yOu S10D OF TarMenals yOur INstances

Cick View Instances 10 moniilor your instances’ status. Once your instances are in the ru

NNg stle, you can connect 10 them from the nstances screen. Find ot how 10 Cormect 10 your nstances
v Here are some helplul resources to get you started

o How %0 connect %0 your Linux instance o Amazon EC2: User Gude
Learn about AWS Free Usage Tier o Amazon EC2: Dsoussion Forun

While your instances are launching you can aiso

Croate s2atus check alarms 10 be notified when these instances fal status checks, (Additional charges may apply)
~reate and attach addtional EEBS volumes (Addtional charges may apply)
Manage security Qroups

Module 0
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Find YOUR instance, select it, and then hit connect for instructions
on how to connect (It may take some time for your instance to be

ready)

L @) WECZ Expev‘nen(r % Instances (1/3) e C \ Instance state ¥ Actions ¥ mn
EC2 Dashboard Q - @

_ -] Name : Instance 1D Instance state © Instance type © Status check Alarm status Availability Zone v Public IPvé DNS
nits test_login_in. 106 1dcacf 116410805 @ Running @QQ t2.micro ® 2/2 checks No alarms < us-east-le ©c2-54.208-183.137¢
instructor_in i-0113eSef76ace 3148 ning @QQ m5. 2xlarge © 2/2 checks No alarms < us-east-11 ©<2-3-83-35-210.com
v Instances ,
KelsyCotto HOb012943b3ceS5 1a0e Q mS. 2xlarge @ 2/2 checks No alarms <4 us-east-1f ©2-100-24-122-188 4
Instance Types
Launch Templates Q E
Spot Requests Instance: 1-00012943b3ceS1aee (KelsyCotto)
Savings Pla tails Security Networking Storage Status Checks Monitoring Tags
L] -’ < e
Dedicated
v Instance summary info
e . it .
Instance 1D Public IPvd address Private Pv4 addresses
apacity Reservation
’ 9 i-0b012943b3ceS 1 aee (KelsyCortto) (9 100.24.122.188 | open address [5 17231.72.162
v Images
Instance state Public IPv4 DNS Private w4 DNS
AV
@ Running (3 «2-100-24-122-188 compante- 1 amazonaws.com | open 0 ip172-31.72.162.ec2internal
v Elastic Block Store address [4
Vo Instance type Elastic IP addresses vPCID
Snagshots mS. 2xlarge o i d2¢B1d7 E
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Take note of your Public DNS/IP and the instructions on changing permissions
for the key file (Note, we will login as ubuntu NOT root)

EC > Ob0129435b35ceS 1300 Connect to instan
Connect to instance i«fe
Conmect 1o your instance 0001 294 5b 5ceS Taee (KelsyCotto) using any of these options
EC2 Instance Connect Session Manager SSH client é

Instance ID

P i-06012943b3ceS51ace (KelsyCotto)

1. Open an SSH client
2. Locate your private key file. The key used to launch this instance is cshl_2020_student. pem

3. Run this command, if necessary, to ensure your key is not publicly viewable.

(9 chmed 400 cshl_2020_student.pem

4. Connect to your instance using its Public DNS.
(F ec2-3-237-46-215.compute-1.amazonaws.com

Example:
ssh -i "gshi_2020_student.pem” root@ec2-3-237-46-215.compute-1.amazonaws.com

Cancel

rnabio.org
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Logging into your instance (Windows)
Enter the Host Name (IP address)

Open PuTTY

et
| B PUTTY Configuration il
Camgory
Sessen Basc cptiora for your PUTTY sesscn
_ eeeng Somcty the destraton you wart 1o correct 1o
e s :
Keyboard Host Narve o P address) P:
w ‘ié
Fostires Connection hype
Window Fan Teinet Rogn @ SSH Serd
Apoey Yo
Bt Load. save or delete 3 gomd pesmon
oo
Tearslston Saved Sessors
Sesection
N e Defalt Settings Lol
Correcton CBW
Data Seve
Precxy
Teret
Rogn
-y o p——.
Nam Yoo 9 Oy on e ot
oax Open || Cancel

& PuTTY Configuration

Category:

-[Session ]
| Logging
(= Terminal
' Keyboard
Bell
Features
—}-Window
i Appearance
Behaviour
Translation
Selection
Colours
—}-Connection
Data
Proxy
Telnet
Rlogin
+-SSH
. Serial

Module 0

About

Help

Basic options for your PuTTY session
Specify the destination you wantto connectto

Host Name (or IP address) Port
(38335210 ||22 |

Connection type:

ORaw  (OTelnet ORIlogin @SSH () Serial

Load. save or delete a stored session

Saved Sessions

| |

| Default Settings Load

Save

Close window on exit

OAways (O Never (@) Only on clean exit

Open Cancel

rnabio.org
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Logging into your instance (Windows)
Choose SSH -> Auth

Choose Connection -> Data

Enter the username ‘ubuntu

@ PuTTY Configuration

Category:

—-Session
x Logging
=} Terminal
, Keyboard
Bell
Features
Window
Appearance
Behaviour
Translation
Selection
Colours
—]-Connection
Proxy
Telnet
Rlogin
+-SSH
~ Serial

-1}

About

Help

Browse to Private key (ppk) file

? . #R PuTTY Configuration
Category:
Data to send to the server Bell
Login details B Fdealures
—-Window
Auto-login username Iubuntu| I i Appearance
When username is not specified: Behavnoyr
@Prompt () Use system username (megan) ;re:ns:jatlon
election
Terminal details Colours
: : —}-Connection
Terminal-type string |xterm ] Data
Terminal speeds i38400.38400 l pr:XY
Telnet
Environment variables i @Rlo in
Variable ‘ 7 ! Kex
[ Hostkeys
Vajue ‘ |  Remove Cipher
‘ X1
Tunnels
Bugs
More bugs
Serial
Cancel o

Options controlling SSH authentication

Display pre-authentication banner (SSH-2 only)
[]1Bypass authentication entirely (SSH-2 only)

Authentication methods
[v] Attempt authentication using Pageant
[]Attempt TIS or CryptoCard auth (SSH-1)
Attempt "keyboard-interactive" auth (SSH-2)

Authentication parameters

[]Allow agent forwarding

[]Allow attempted changes of username in SSH-2
Private key file for authentication:

lUsers\MR\Desktop\cshl_2020_student,ppH| Browse...

Cancel
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Logging into your instance (Windows)

Double-click saved “Amazon Node” session OR

Choose Session
Save your session as "Amazon Node”

& PuTTY Configuration

Category:

~[Session ] A

Loggin( @
—- Terminal
' Keyboard
Bell
Features
=-Window
‘ Appearance
Behaviour
Translation
Selection
Colours
(=}-Connection
Data
Proxy
Telnet
Rlogin
—-SSH
‘ Kex
Hostkeys
Cipher
+-Auth
LTTY
X1 v

About Help

Module 0

Basic options for your PuTTY session

Specify the destination you wantto connectto

Host Name (or IP address) Port

A R e

Connection type:

ORaw  (OTelnet (ORIlogin @sSSH (O Serial

Load. save or delete a stored session

Saved Sessions

[Amazon node ]

Default Settings Load

Save
Delete

Close window on exit

O Always O Never @ Only on clean exit

Select "Amazon Node” session and click Open

@ PuTTY Configuration

Category:
=[Session | A
‘ Loggin( @
=} Terminal
i Keyboard
Bell
Features
=-Window
‘ Appearance
Behaviour
Translation
Selection
Colours
Connection
Data
Proxy
Telnet
Rlogin
—-SSH
’ Kex
Hostkeys
Cipher
+-Auth
L TTY
X1 v

0}

About Help

Basic options for your PuTTY session
Specify the destination you wantto connectto

HostName (or IP address) Port
138335210 | [22

Connection type:

ORaw  (OTelnet (ORlogin @SSH (O Serial
Load. save or delete a stored session
Saved Sessions
IAmazon node I
Default Settings Load
Save
Delete

Close window on exit

OAways  (ONever (@ Only on clean exit
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Logging into your instance (Mac)

®eno (5] Applications
(<] BRE - Ex

DEVICES
I OLM-francis-BVIl
Il iisk

| Beaglevil

In a Finder window
‘Applications’ -> ‘Ultilities’ -> "Terminal’

PLACES

E Desktop
2N francis
/-, Applications

[} Documents. —
(] humour Address B
Dropbox

SEARCH FOR
(L) Today

(L) Yesterday
(L) Past Week
(3] All Images
(3] All Movies
(] Al Documents!

/ TextEdit.app
@ Time Machine.app
¥ TweetDeck.app

Activity Monitor.app
E Adobe AIR Applicatig staller.app

AirPort Utility.app

7 AppleScript Editor.app
Audio MIDI Setup.app
Bluetooth File Exchange.app
Boot Camp Assistant.app
ColorSync Utility.app
Console.app
DigitalColor Meter.app
Disk Utility.app
Exposé.app

Grab.app

«' Grapher.app
I=l Java Preferences.app

/% Keychain Access.app
& Migration Assistant.app
@ Network Utility.app

Or on your dock

TEHC /B¢ @

RAID Utility.app
£ Remote Install M,
Spaces.app
w System Profilg
B Terminal.apf
. Uninstall Air Display.3
@ VoiceOver Utili

“& VPNClient.app

c

1 of 101 selected, 90.47 GB available
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Add the terminal App to your dock

o Qo lerminal — bash — BUxZ24
Last login: Mon Jun 1 22:07:09 on ttys@el

(zhibin€ & = Terminal — bash — 80x24

New Window

New Window with Settings >
New Command...

New Remote Connection...

Options > Keep in Dock

, Open at Login
Show All Windows Show in Finder
Hide
Quit

. e m— = 7
‘ - - . —“— - = -
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Module 0

Creating a working directory on your Mac called

‘cshl’
obis-air:~ ogriffit$ pwd
/Users/ogriffit
obis-air:~ ogriffits 1s
Applications Desktop Dropbox Movies
Attachments Documents Google Drive Music
Box Sync Downloads Library Pictures

obis-air:~ ogriffit$ mkdir cshl

obis-air:~ ogriffit$ cd cshl

obis-air:cshl ogriffit$ 1s -la

total @

drwxr-xr-x 2 ogriffit staff 68 Nov 13 22:18 .
drwxr-xr-x+ 58 ogriffit staff 1972 Nov 13 22:18 ..
obis-air:cshl ogriffits i

41

Public gittemp
bin igv
git ncbi
mkdir cshl
cd cshl

temp
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Obtain the course SSH key file

 NOTE for Mac users. You will need to use a “.pem” file

 NOTE for Windows Users. You will need to use a “.ppk” file instead.
— This is created from the “.pem” file.

— https://aws.amazon.com/premiumsupport/knowledge-center/convert-pem-file-into-
RoK/
* The SSH key file will be used to securely login to your student instance on the
cloud

Save the pem/ppk file you received via email/slack to your new cshl folder
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https://aws.amazon.com/premiumsupport/knowledge-center/convert-pem-file-into-ppk/

iewing the ‘key’ file once downloaded

cat cshl 2021 student.pem

MIIEpA
VUuwWa7

TOZmvE
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Changing file permissions of your ‘key’ file
(Mac/Linux)
s -l (long listing)

-rw-r--r--@ 1 kcotto staff 1696 Nov 9 09:19 cshl_2020_student.pem

rwx : owner

rwx : group
rwx: world
rread (4)

w write (2)

X execute (1)

Which ever way you add these 3 numbers, you know which integers
were used (6 is always 4+2, 5is 4+1, 4 is by itself, 0 is none of them etc ...)
So, when you have:

chmod 400 <file name>

It is “r” for the the file owner only
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Logging into your instance

Mac/Linux

cd ~/cshl
chmod 400 cshl 2021 student.pem

ssh -i cshl 2021 student.pem ubuntu@[YOUR PUBLIC IP]
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Module 0

Copying files from AWS to your computer
(using a web browser)

®0® m Mo b B B Be B B B Be B B B OQF O mie Qe 1>

€« & 52.10.8.86/workspace
* Apps (Ul BankingBitis (U] Entertainment [ TGI [E] Biostar o Twiner [Pjcwvicoev [Pcwvic () maseq.wiki

Index of /workspace

Name Last modified Size Description

’ Parcat Directory

) Homo sapiens/ 2015-11-13 06:45

%) READMEaxt  2014-06-17 23:53 53K
) bam-demo. 2015-11-14 21:03

) data 2015-11-13 01:39
) scratch 2015-11-13 19:43

100ls 2015-11-1301:54
Q

Apache/2 4.7 (Ubuntu) Server at 52.10.8.86 Port 80

http://[YOUR PUBLIC DNS OR IP}/

46
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Logging out of your instance

Mac/Linux — simply type exit

exit

Note, this disconnects the terminal session (ssh
connection) to your cloud instance. But, your cloud instance

is still running! See next slide for how to stop your instance.
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When you are done for the day you can “Stop” your
instance — Don’t Terminate!

€O New EC2 Experience

Al
™
Q
4
-
2
%
-
3
-
~
"
%
-
-
~
R
=
6
2
-~
‘ 5
“
0
-
n >

@
e me 32K = tance type Stats hec Alarmstates = Avaslability Zone
@ micro @2 No alams + us-easz-le ©c2-54-208-183-137¢
@ ™5 2elarge ©2 larms + us-east €<2-3-83-35-210.com
© =S5 2xlarge @1 No alarmrs 4 us-eass-1f €<2-3-237-46-215.co

Go to AWS EC2 Dashboard, select “Instances”
-] taD, then find your instance. Right-click and chose

‘Stop instance’
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Next morning, you can “Start” your instance again

@ Successfully stopped 1-0b012945b3ceS 1ace

EC2 Dashboard

stances (1/3) e C Instance state ¥ Actions v
F\‘f! 15

Q 1 @
Tags
Limits .

" e Name Instance 10 Instance state v Instance type v Status check Alarm status Availability Zome v Public 1Pv4 DNS
v Instances test_login_in.., 06 1dc4cl1 16110805 @ Running @ Q t2.micro ® 2/2 checks No alarms < us-east-1e €C2-54-208-183-137.¢..

Instances nstructor_in JeSef76ace3f48 @ Runing QQ mS . 2xlarge © 2/2 chacks No alarms <4 us-east-1f c2-3-83-35-210.com
Instance Types KelsyCotto e510ee Ao mA ~rSelarge @ 2/2 checks No alarms <4 us-east-1f -

Launch instances

Launch Templates
Launch instance from template

vings Plans
Reserved Instances
Start instance
Dedicated Hosts

Scheduled Instances

Capacity Reservations

Terminate instance

Go to AWS EC2 Dashboard, select “Instances”
tab, then find your instance. Right-click and chose

‘Start Instance’

v Images

AMig

¥ Elastic Block Store

Volumes

Snapshots Instance: i-0b01

Lifecycle Manager
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When you restart your instance you will need to find your new Public DNS or IP address. Select your instance

and “Connect” or look in Description tab. Then go back to instructions for “Logging into your instance”

@ New EC2 Experience

La h Templates
Spot Requ

vings P
Reserved Ir pnce

Cycld -

Module 0

X

Instances (1/3) e

Q
e Name Instance 1D
test_login_in.. 106 1dcacf 116410805
instroctor_in, -0113e5ef76ace 3148

FObLO12943b3ceS5 1aee

KelsyCotto

Instance: -0b012943b3ceSTace (KelsyCotto)

etails Security Networking Storage

v Instance summary info

Instance 1D

9 i-0b012943b3ceS 1 aee (KelsyCortto)
Instance state

@M..’x't.'azj

Instance type

mS. 2xlarge

C

Instance state Instance type ©
@ Running @QQ t2.micro
@ Runring QQ ms 2![‘9‘
@ uul‘r‘.h; QQ msS leugq
Status Checks Monitoring Tags

Public IPv4 address

(9 100.24.122.188 | open address [5

Public IPv4 DNS

0 €2-100-24-122-188 compente- 1 amazonaws.com | of

Acdress E

Elastic IP addresses

Connect

Status check

Qu
Qu
Qu

2 checks
2 checks

2 chacks

!

Actions ¥

Alarm status

No alarms us-east-1e

No alarms < us-east-11

No alarms < us-east-1f
Private IPv4 addresses

O 1723172162

Private IPv4 DNS

O ip172-31.72.162.ec2internal

vPCiD

o v .n.lft;"wSTE

Availability Zone v

Public IPvé DNS

©c2-54-208-183.137«¢
2-3-83-35-270.com
«<2-100-24-122-188«

5 B 8
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So, at this point:

* Your laptop/pc is ready for the workshop

e |fitis not, you know where to get the information you
need

* You know how to login to AWS

* The next step is to login to your linux machine on AWS
and learn the basics of a linux command line
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Break
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Key AWS concepts and terminology

 HDD - Hard disk drive. A particular type of storage hardware that is
generally cheaper and larger but slower than SSD. HDD drives are
traditional hard drives that access data on a spinning magnetic disk.

» Ephemeral storage - Also known as Instance Store storage. Data storage

associated with an EC2 instance that is local to the host computer. This
storage does not persist when the instance is stopped or terminated. In

other words, anything you store in this way will be lost if the system is
stopped or terminated. Instance store volumes may be backed by SSD
or HDD devices.
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What is a Region?

* An AWS Region is set of compute resources that Amazon maintains (like the Data
Center image shown before)

* Each Region corresponds to a physical warehouse of compute hardware (computers,
storage, networking, etc.).

e At the time of writing there are 22 regions: (US East (N.Virginia), US East (Ohio), US
West (Oregon), US West (N. California), GovCloud (US-West), GovCloud (US-East),
Canada (Montreal), EU (Ireland), EU (Frankfurt), EU (London), EU (Paris), EU (Milan),

EU (Stockholm), Middle East (Bahrain), Asia Pacific (Singapore), Asia Pacific (Sydney),
Asia Pacific (Seoul), Asia Pacific (Tokyo), Asia Pacific (Mumbai), Asia Pacific (Hong

Kong), Asia Pacific (Beijing), and South America (Sao Paulo).

* When you are logged into the AWS EC2 console, you are always operating in one of
these regions.
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What is a Region?

e Current region shown in the upper right corner of console

* |tis important to pay attention to what region you are using for several
reasons.

— When you create an EC2 instance (EBS volume, etc) in one region you won’t see it in
another region.

— The cost to use many AWS resources varies by region.

— The region may influence network performance when you are accessing the
instance, especially if you need to transfer large amounts of data in or out.

— Billing is tracked separately for each region

— Generally you should choose a region that is close to you or your users. But cost is
also a consideration.
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